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telecommunications systems have an ongoing interest in monitoring the call processing associated
with incoming communications, including telephone calls and other types of communications, to
identify problems in the networks, and to collect traffic data that may be used for accounting,
troubleshooting, and other purposes. For example, an operator of a telecommunications system may
be interested in monitoring the call processing associated with incoming communications to see how
frequently the system is busy, to identify the location of busy or terminated calls, to determine the
length of calls that are placed, and to detect attacks on the system. The call processing associated
with incoming communications typically includes the following phases: call setup, routing, bridging,
signaling and call termination. The telecommunications system operator typically provides an
equipment manufacturer with the capability to access the control plane of the system so that
equipment can monitor one or more of these phases, in addition to monitoring the call traffic. The
manufacturer often offers an Advanced Intelligent Network (AIN) monitoring service that provides
basic monitoring capabilities for selected phases of call processing, including the capability to
monitor busy and trun_c calls, and to detect specific types of attacks on the network. However, few
telecommunications systems, especially those using a pure software approach, have been equipped
with capabilities to monitor the call processing associated with incoming communications. It is
known that telecommunications systems that use a pure software approach to call processing, such
as those that use Advanced Intelligent Network (AIN) technology, may be affected by attacks by
unauthorized entities using malicious software. AIN is a well known network architecture developed
by the telecommunications industry for use in telecommunications systems to handle calls which
were not handled by prior network architectures. AIN is an architecture, a collection of functions,
and associated services which are deployed in telecommunications networks to extend and modify
existing switching and signaling functions in the network. AIN introduces a generic call model to
support new and old functionality. The basic call model defines the basic interaction between the
call agent and end users to establish and process a call. This generic call model is used by the call
agent. In addition to the generic call model, additional functionality is provided by components to
achieve specific goals. A combination of these AIN and specific functional components such as
Signaling Transfer Points (STPs), Service Control Points (SCPs), Service Switching Points (SSPs),
and Intelligent Peripherals (IPs) results in
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